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This Schedule sets forth certain obligations of Offeror regarding Program Deliverables.  The Offeror must deliver to the Commonwealth any Key Program Deliverables as described below, in format and content acceptable to the Commonwealth.
As specified below, Offeror shall provide each Key Program Deliverable on or before the date specified in this Schedule.    The Key Program Deliverable Acceptance Criteria and the Commonwealth Sign-off Matrix will be developed prior to the Effective Date and will be in the format referenced below in this document. 
[bookmark: _Toc213812766][bookmark: _Toc356294779]Key Program Deliverables
[bookmark: _Toc356294780]D-01 Datacenter Architecture Plan and Roadmap
The Datacenter Architecture Plan and Roadmap will include the Offeror’s proposed Datacenter Architecture that will be utilized to support the Project.  The Datacenter Architecture Plan and Roadmap should include at minimum sections that support the following:
· 2+ Datacenter Architecture (with EDC) - describes the overall Datacenter Architecture used in the delivery of the Offeror’s Enterprise Datacenter Services. This should include details on datacenter specifications, location, physical security, and capacity.  The architecture will show how the Commonwealth’s Enterprise Data Center (EDC) will be incorporated into the Offeror’s overall datacenter capacity.
· Datacenter Network Architecture - describes the required network connectivity between each of the datacenters.  Included are connection requirements to the Commonwealth’s network COPANET.  The Offeror will also describe its Internet connection to the proposed Datacenter(s). 
· Datacenter Security Architecture - describes the security architecture used to ensure the confidentiality, integrity and availability of Commonwealth information and infrastructure systems.  The Security Architecture will describe the security technology components such as firewalls, intrusion detection devices, virus detection, etc. that will be utilized in the Offerors solution. Datacenter Security implementation activities must be conducted in accordance with, but not limited to, leading industry and Commonwealth standards such as ISO 27001:2005 and ISO 27002:2005.
· Datacenter Technology Environment - describes the Datacenter technology used in the delivery of the Offeror’s Enterprise Datacenter Services.  A summary of the planned allocation of platforms within each of the proposed datacenters should be included. Note: more detailed technology specifications shall be provided in the D-03 Technology Architecture and Refresh Approach deliverable.
· Datacenter Implementation Roadmap – presents the detailed implementation plan for the enablement of the overall Datacenter Architecture.  The Datacenter Implementation Roadmap shall Reference roles and responsibilities, as well as critical dates and timelines.
	EDC Assessment

	D-01.01
	Effective Date + 45 days 
	Offeror must assess the EDC facilities and provide a report to the Commonwealth as it pertains to:
· Required security upgrades
· Required HVAC and power upgrades
· Required physical access to the EDC facility
· Monitoring, maintain and reporting on EDC SLAs
· Monitoring, maintaining and operating the installed infrastructure

	Multi Datacenter Environment (2+ Architecture)

	D-01.02
	Effective Date + 60 days – with quarterly updates
	Datacenter Architecture Plan and Roadmap
Datacenter Architecture Plan and Roadmap includes:
· 2+ datacenter architecture (with/plus EDC)
· Datacenter Network Architecture
· Datacenter Security Architecture
· Datacenter Technology Environment
· Datacenter Implementation Roadmap
Offeror must publish quarterly updates to the Datacenter Architecture Plan and Roadmap to include proposed updates to the technical architecture and implementation plan

	Network and Security Architecture

	D-01.03
	Effective Date + 60 days – with quarterly updates
	Datacenter Architecture Plan and Roadmap – Network and Security Architecture
The Network and Security Architecture - describes the network and security architecture to support the 2+ datacenter architecture.

	Datacenter Architecture and Technology

	D-01.04
	Effective Date +60 days– with quarterly updates
	Datacenter Architecture Plan and Roadmap – Datacenter Technology 
The Datacenter Technology describes the technology used in the delivery of the Offeror’s Enterprise Datacenter Services.

	D-01.05
	Effective Date +90 days – with quarterly updates
	Datacenter Architecture Plan and Roadmap – Datacenter Technology Roadmap
The Datacenter Technology Roadmap will identify specific, short-term steps and schedules for project of changes with estimated timings and cost impact to Commonwealth datacenter customers.

	D-01.06
	Effective Date + 180 days
	Datacenter Architecture Plan and Roadmap – Configuration Item Reconciliation 
The Configuration Item Reconciliation is the validation and update of the CMDB of record with the Offeror’s configuration information including the EDC assets and CI’s.

	Limited-Use Colocation Services

	D-01.07
	Effective Date + 30 days
	Datacenter Architecture Plan and Roadmap


[bookmark: _Toc356294781]D-02 Commonwealth Computing Procedures Manual (CCPM)
Offeror will develop documentation in accordance with the requirements in Schedule H -Commonwealth Computing Procedures Manual (CCPM).  This comprehensive services management manual will include, but not be limited to, the following sections as described in Schedule H:
· Organizational Overview
· Transition and Support Activities and Responsibilities
· IT Service Management Procedures
· Financial Management Procedures
· Contract Management Procedures
· Relationship Management Procedures
· Offeror Operational Procedures
· Commonwealth Customer Operations Manuals

	Additional Planning Services

	D-02.01
	Effective Date + 14 days
	Commonwealth Computing Procedures Manual (CCPM) 
Offeror must provide the initial version of the Commonwealth Computing Procedures Manual (CCPM) (see Schedule H CCPM Commonwealth Computing Procedures Manual) that includes Offeror’s overall program and service management processes and procedures.  The comprehensive manual includes the following sections:
· Organizational Overview
· Transition and Support Activities and Responsibilities
· IT Service Management Procedures
· Financial Management Procedures
· Contract Management Procedures
· Relationship Management Procedures
· Offeror Operational Procedures
· The Commonwealth Customer Operations Manuals	
PMO & Contract Management will focus on the bolded sections of the CCPM.

	D-02.02
	As needed during transition
	After review and approval from the Commonwealth, Offeror must provide ongoing updates to the CCPM during the startup and transition phase

	D-02.03
	Yearly or as required
	Offeror must provide CCPM updates as required as new services are added and yearly after the transition phase.   

	Availability/SLA Management

	D-02.04
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM) 
Offeror must document the Availability and SLA Management approach and providing updates to the CCPM.

	D-02.05
	Effective Date +45 days
	Commonwealth Computing Procedures Manual (CCPM) 
After review and approval from the Commonwealth, Offeror must review the Availability and SLA Management approach and project plan with Commonwealth stakeholders.

	D-02.06
	Monthly
	Commonwealth Computing Procedures Manual (CCPM) 
SLA Achievement Report, detailing system availability, SLA attainment, and reason for outages.

	D-02.07
	As Needed
	Commonwealth Computing Procedures Manual (CCPM) 
Root Cause Analysis (RCA) report for all major outages within SLA (e.g.  hours/days of outage).

	D-02.08
	As requested
	Commonwealth Computing Procedures Manual (CCPM) 
Ad hoc – Availability and SLA Reports

	Change & Release Management

	D-02.09
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM) 
Offeror must document the Change and Release Management approach and project plan updating appropriate sections to the CCPM.

	D-02.10
	Effective Date +45 days
	Commonwealth Computing Procedures Manual (CCPM) 
After review and approval from the Commonwealth, Offeror must review the Change and Release Management approach and project plan with Commonwealth stakeholders.

	D-02.11
	Weekly
	Commonwealth Computing Procedures Manual (CCPM) 
Weekly Change Management Meeting with the Change Advisory Board 

	D-02.12
	Monthly
	Commonwealth Computing Procedures Manual (CCPM) 
Monthly Change & Release Management summary report containing the number of changes, by platform, by Commonwealth organization, and status.

	D-02.13
	Yearly
	Commonwealth Computing Procedures Manual (CCPM) 
On a yearly basis, randomly select completed Changes & Releases for detail auditing to determine compliance to policies.  Create a summary report of the finding and make recommendations for improvements where appropriate.  

	D-02.14
	Per Change Event
	Commonwealth Computing Procedures Manual (CCPM) 
Complete Change Control & Release Management process for each change event adhering to the letter and spirit of the policy and process.  Maintain a complete copy of the change / release for possible future audit.

	Service Desk

	D-02.15
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM) 
Offeror must document the Service Desk approach, organization, schedule and project plan.

	D-02.16
	Effective Date +45 days
	Commonwealth Computing Procedures Manual (CCPM) 
After review and approval from the Commonwealth, Offeror must review the Service Desk approach and project plan with Commonwealth stakeholders

	D-02.17
	Effective Date + 60 days
	Knowledge Management Portal (KMP)
Offeror must provide a Knowledge/Service Management portal that describes the Offeror’s contract information, pricing schedules, service offerings and operating procedures (operational, service delivery processes, SLAs, service ordering, etc.)

	D-02.18
	Effective Date +60 days
	Commonwealth Computing Procedures Manual (CCPM) 
Offeror must provide Commonwealth Computing Procedures Manual (CCPM) including but not limited to the following: Datacenter Operations, Change Management, Service Desk Operations, Security Management, Backup Management, Disaster Recovery, Performance Management, Asset Management, Service Level Management and Configuration Management.  The Offeror must make the CCPM available on the Offeror’s Knowledge/Service portal.  See Schedule H Commonwealth Computing Procedures Manual (CCPM) for additional detail.

	D-02.19
	Effective Date +180 days
	Commonwealth Computing Procedures Manual (CCPM) 
Offeror must describe the process to keep separate and current specific sections of the CCPM dedicated to the operations of individual Commonwealth customers.

	D-02.20
	Effective Date +90 days
	Knowledge Management Portal
Offeror must provide Knowledge/Service portal training to authorized Commonwealth stakeholders

	D-02.21
	Weekly

	Commonwealth Computing Procedures Manual (CCPM) 
Weekly summary report containing the type of incidents and problems being reported to the Service Desk.  Identify measures being taken to reduce or eliminate stated incidents and problems.  

	D-02.22
	Monthly
	Commonwealth Computing Procedures Manual (CCPM) 
Monthly summary report containing the type of incidents and problems being reported to the Service Desk.  Identify measures being taken to reduce or eliminate stated incidents and problems.

	Account Management

	D-02.23
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must document their Account Management approach and project plan.

	D-02.24
	Effective Date +45 days
	Commonwealth Computing Procedures Manual (CCPM)
After review and approval from the Commonwealth, Offeror must review the Account Management approach and project plan with Commonwealth stakeholders

	D-02.25
	Monthly


	Monthly summary report containing the operational availability report on all systems in service, events and issues that occurred during the month.  Report shall contain operational metrics by service platform, highlights and exceptions, and project status updates.  

	Configuration Management

	D-02.26
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must document their Configuration Management approach, tool(s) and project plan.

	D-02.27
	Effective Date +45 days
	Commonwealth Computing Procedures Manual (CCPM)
After review and approval from the Commonwealth, Offeror must review the Configuration Management approach, tool(s) and project plan with Commonwealth stakeholders

	D-02.28
	As Requested
	Offeror must provide Agency / Commonwealth level Configuration Management Reports

	3rd Party License Management

	D-02.29
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must document their 3rd Party License Management approach, tool(s) and project plan.

	D-02.30
	Effective Date +45 days
	Commonwealth Computing Procedures Manual (CCPM)
After review and approval from the Commonwealth, Offeror must review the 3rd Party License Management approach, tool(s) and project plan with Commonwealth stakeholders

	D-02.31
	Per request
	Offeror must provide Software License Reports

	Capacity Management

	D-02.32
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must document their Capacity Management approach, tool(s) and project plan.

	D-02.33
	Effective Date +45 days
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must review the Capacity Management approach, tool(s) and project plan with Commonwealth stakeholders

	D-02.34
	Effective Date + 240 days
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must present the baseline Capacity Management Plan

	D-02.35
	Monthly
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must issue periodic reports showing usage, trends, capacity forecasts, and recommendations for upgrades.

	D-02.36
	Annual
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide technology usage report (i.e.  MIPS, vcpu, storage, etc.) by stakeholder and overall usage by the Commonwealth.  The report must show monthly technology growth patterns by stakeholder. 

	Windows Support

	D-02.37
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must present their roadmap and project plan to address the Windows Operations and Management  including but not limited to the following; windows servers, backups, network connectivity, technical support, staffing, etc.

	D-02.38
	Effective Date + 45 days
	Commonwealth Computing Procedures Manual (CCPM)
After review and approval from the Commonwealth, Offeror must present plan to address the assessment recommendations identified in the Windows Operations and Management project plan.

	D-02.39
	Effective Date +60 days
	Commonwealth Computing Procedures Manual (CCPM)
Present a report describing the methodology the Offeror will follow to perform a Windows backups audit finding and recommendation to the Commonwealth Stakeholders, the audit report will include findings, recommendations, project plan and cost estimates.

	D-02.40
	Monthly 
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide SLA report(s).  Provide a report detailing system availability, SLA attainment, reason for outages, and recommendations for improvements.

	D-02.41
	Quarterly  
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide Continuous Improvement Report.  Provide a report detailing system availability and SLA attainment.  Recommend system and cost improvements as appropriate.

	Storage Management

	D-02.42
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must present their roadmap and project plan to address Storage Management including but not limited to the following; data storage, backups, network connectivity, technical support, staffing, etc.

	D-02.43
	Effective Date + 45 days
	Commonwealth Computing Procedures Manual (CCPM)
After review and approval from the Commonwealth, Offeror must present plan to address the assessment recommendations identified in the Storage Management project plan.

	D-02.44
	Effective Date +60 days
	Commonwealth Computing Procedures Manual (CCPM)
Present a report describing the methodology the Offeror will follow to perform a system backups audit finding and recommendation to the Commonwealth Stakeholders, the audit report will include findings, recommendations, project plan and cost estimates.

	D-02.45
	Monthly
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide SLA report(s).  Provide a report detailing system availability, SLA attainment, reason for outages, and recommendations for improvements.

	D-02.46
	Quarterly
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide Continuous Improvement report(s).  Provide a report detailing system availability and SLA attainment.  Recommend system and cost improvements as appropriate.

	ERP Hosting – SAP / Oracle

	D-02.47
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must present their roadmap and project plan to address ERP Hosting including but not limited to the following; data storage, backups, network connectivity, technical support, staffing, etc.

	D-02.48
	Effective Date + 45 days
	Commonwealth Computing Procedures Manual (CCPM)
After review and approval from the Commonwealth, Offeror must present plan to address the assessment recommendations identified in the ERP Hosting project plan.

	D-02.49
	Effective Date +60 days
	Commonwealth Computing Procedures Manual (CCPM)
Present a report describing the methodology the Offeror will follow to perform a system backup audit finding and recommendation to the Commonwealth Stakeholders, the audit report will include findings, recommendations, project plan and cost estimates.

	D-02.50
	Monthly 
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide SLA report(s).  Provide a report detailing system availability, SLA attainment, reason for outages, and recommendations for improvements.

	D-02.51
	Quarterly
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide Continuous Improvement report(s).  Provide a report detailing system availability and SLA attainment.  Recommend system and cost improvements as appropriate.

	UNIX Support – AIX / Linux

	D-02.52
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must present their roadmap and project plan to address UNIX Support including but not limited to the following; data storage, backups, network connectivity, technical support, staffing, etc.

	D-02.53
	Effective Date + 45 days
	Commonwealth Computing Procedures Manual (CCPM)
After review and approval from the Commonwealth, Offeror must present plan to address the assessment recommendations identified in the UNIX Support project plan.

	D-02.54
	Effective Date +60 days
	Commonwealth Computing Procedures Manual (CCPM)
Present UNIX audit finding and recommendation to the Commonwealth Stakeholders, the report will include findings, recommendations, project plan and cost estimates.

	D-02.55
	Monthly
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide SLA report(s).  Provide a report detailing system availability, SLA attainment, reason for outages, and recommendations for improvements.

	D-02.56
	Quarterly
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide Continuous Improvement report(s).  Provide a report detailing system availability and SLA attainment.  Recommend system and cost improvements as appropriate.

	Mainframe Services

	D-02.57
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must present their roadmap and project plan to address Mainframe Support (IBM & Unisys) including but not limited to the following; data storage, backups, network connectivity, technical support, staffing, etc.

	D-02.58
	Effective Date + 45 days
	Commonwealth Computing Procedures Manual (CCPM)
After review and approval from the Commonwealth, Offeror must present project plan to address the assessment recommendations identified in the Mainframe Support (IBM & Unisys) plan.

	D-02.59
	Effective Date +60 days
	Commonwealth Computing Procedures Manual (CCPM)
Present mainframe audit finding and recommendation to the Commonwealth Stakeholders, the report will include findings, recommendations, project plan and cost estimates.

	D-02.60
	Monthly 
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide SLA report(s).  Provide a report detailing system availability, SLA attainment, reason for outages, and recommendations for improvements.

	D-02.61
	Quarterly
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide Continuous Improvement report(s).  Provide a report detailing system availability and SLA attainment.  Recommend system and cost improvements as appropriate.

	Database Management Services

	D-02.62
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must document their Database Management approach, tool(s) and project plan.

	D-02.63
	Effective Date +45 days
	Commonwealth Computing Procedures Manual (CCPM)
After review and approval from the Commonwealth, Offeror must review the Database Management approach, tool(s) and project plan with Commonwealth stakeholders

	D-02.64
	Effective Date +60 days
	Commonwealth Computing Procedures Manual (CCPM)
Present backup audit finding and recommendation to the Commonwealth Stakeholders, the report will include findings, recommendations, project plan and cost estimates.  

	D-02.65
	Effective Date 

	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide Database Management Service Architecture document (Oracle, Sybase, and MS SQL).

	D-02.66
	Monthly
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide Database Management Service Usage Reports

	Server Capacity on Demand

	D-02.67
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must document their Server Capacity on Demand approach, tool(s) and project plan.

	D-02.68
	Effective Date +45 days
	Commonwealth Computing Procedures Manual (CCPM)
After review and approval from the Commonwealth, Offeror must review the Server Capacity on Demand approach, tool(s) and project plan with Commonwealth stakeholders

	D-02.69
	Quarterly
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must host a quarterly meeting with the Commonwealth to review current server utilization on all managed server platforms and locations, and forecast future quarter’s server processing requirements.  Recommendations to increase capacities will be made, when approved by the Commonwealth; the additional equipment will be scheduled for deployment.

	Storage Capacity on Demand

	D-02.70
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must document their Storage Capacity on Demand approach, tool(s) and project plan.

	D-02.71
	Effective Date +45 days
	Commonwealth Computing Procedures Manual (CCPM)
After review and approval from the Commonwealth, Offeror must review the Storage Capacity on Demand approach, tool(s) and project plan with Commonwealth stakeholders

	D-02.72
	Quarterly
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must host a quarterly meeting with the Commonwealth to review current SAN storage utilization on all managed SAN platforms and locations, and forecast future quarter’s SAN storage requirements.  Recommendations to increase capacities will be made, when approved by the Commonwealth; the additional equipment will be scheduled for deployment.

	DR Infrastructure on Demand

	D-02.73
	Quarterly
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must host a quarterly meeting with the Commonwealth to review current disaster recovery service and capabilities, and forecast future quarter’s disaster recovery requirements.  Recommendations to increase capacities will be made, when approved by the Commonwealth, the additional equipment and services will be scheduled for deployment.

	Additional Technical Services

	D-02.74
	Monthly
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide a monthly report on technical support services usage by Commonwealth datacenter customer.

	Limited-Use Colocation Services

	D-02.75
	Effective Date + 30 days
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must document their approach, tool(s) and project plan for supporting Limited-Use Colocation Services.

	D-02.76
	Effective Date +45 days
	Commonwealth Computing Procedures Manual (CCPM)
After review and approval from the Commonwealth, Offeror must review the Limited-Use Colocation Services approach, tool(s) and project plan with Commonwealth stakeholders

	D-02.77
	Effective Date +60 days
	Commonwealth Computing Procedures Manual (CCPM)
Present backup audit finding and recommendation to the Commonwealth Stakeholders, the report will include findings, recommendations, project plan and cost estimates.  

	D-02.78
	Monthly
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide Limited-Use Colocation Services Usage Reports

	Performance Monitoring & Management

	D-02.79
	Monthly
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide monthly summary report containing the performance level achieved for each system being monitored.  This report will be reviewed with the Commonwealth and plans will be made to address system utilization as appropriate.  

	D-02.80
	Daily
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide daily reports containing the performance level achieved for each system being monitored.  Daily reports summarizing incidents for the past 24-hours and immediate reports of incidents and routine status reports of incidents in progress for resolution such as a network or server outage that impacts a facility and our business.  These reports will be reviewed with the Commonwealth and plans will be made to address system utilization as appropriate.

	Transition Program Management

	D-02.81
	Effective Date + 60 days
	Commonwealth Computing Procedures Manual (CCPM) 
Establish Interim Contract Management Procedures during the transition of datacenter services.  Offeror must describe an interim procedure to monitor and manage service delivery including but not limited to the following; Problem Management, Change Management, Service Level monitoring and reporting, physical and logical security, project management, etc.  while the service is transitioned from the Commonwealth to the Offeror.  

	D-02.82
	Weekly
	Commonwealth Computing Procedures Manual (CCPM) 
Offeror must provide Transition Status reports, including any schedule variance that cannot be remediated will trigger the escalation procedures outlined in the Transition Plan/Agreement, which will be developed during Transition.

	Security & Firewall

	D-02.83
	Quarterly
	Commonwealth Computing Procedures Manual (CCPM)
Offeror must provide Continuous Improvement report.  Provide a report detailing system availability and SLA attainment.  Recommend system and cost improvements as appropriate.



[bookmark: _Toc356294782]D-03 Technology Architecture and Refresh Approach
The Technology Architecture and Refresh Approach will include the Offeror’s proposed the Technology that will be utilized to support the architecture and delivery of services across all platform and services. The Technology Architecture and Refresh Approach should include at minimum sections that support the following:
· Datacenter Technology - describes the technology used in the delivery of the Offeror’s Enterprise Datacenter Services.  The technology descriptions should include hardware, software that will be included in the overall solution delivery.  The technology should also include a complete list of those Service Level measurement and monitoring tools that will be used to measure and report Offeror’s performance of the Services at a level of detail sufficient, as determined by the Commonwealth, to verify Offeror’s compliance with those Service Levels described in Schedule J.1 Datacenter Service Level Management as of the Effective Date.
· Datacenter Technology Roadmap - will identify specific, short and long term steps and schedules for planned and proposed future changes with estimated timings and cost impact to Commonwealth datacenter customers. This should be the basis for generation of technology roadmaps which will include schedules, dependencies and requirements for introduction of new technology changes as well as acquisition, support, and retirement of current software/hardware.
· Configuration Item Reconciliation - is the validation and update of the CMDB of record with the Offerors configuration information including the EDC assets and Configuration Items (CI’s).
	Technology Refresh

	D-03.01
	Effective Date + 30 days
	Technology Architecture and Refresh Approach
 Offeror must document the following Technical Architecture  approach and project plan including; Service Catalog, IT Architecture, and Technical support

	D-03.02
	Effective Date +45 days
	Technology Architecture and Refresh Approach
After review and approval from the Commonwealth, Offeror must review the Technical Architecture approach and project plan with Commonwealth stakeholders 

	D-03.03
	Effective Date + 60 days
	Offeror must identify the technical architecture organization and staff.

	Infrastructure Architecture

	D-03.04
	Effective Date + 45 days
	Technology Architecture and Refresh Approach 
Offeror must document the approach and project plan for the computing infrastructure architecture and review with Commonwealth Stakeholders

	D-03.05
	Effective Date + 45 days
	Technology Architecture and Refresh Approach 
After review and approval from the Commonwealth, Offeror must document the approach and project plan for the network architecture to connect Offeror’s datacenter(s), review with Commonwealth Stakeholders

	D-03.06
	As requested by Commonwealth Stakeholders
	Technology Architecture and Refresh Approach 
Offeror must describe the process to request a review new technologies evaluations by Commonwealth datacenter customers.

	D-03.07
	Per request – prior to a new application infrastructure service
	Technology Architecture and Refresh Approach 
Offeror must provide Infrastructure Architecture Design Reports

	Performance Monitoring & Management

	D-03.08
	Effective Date + 30 days
	Technology Architecture and Refresh Approach
Offeror must document their Performance Monitoring and Management approach, tool(s) and project plan.

	D-03.09
	Effective Date +45 days
	Technology Architecture and Refresh Approach
After review and approval from the Commonwealth, Offeror must review the Performance Monitoring and Management approach, tool(s) and project plan with Commonwealth stakeholders



[bookmark: _Toc356294783]D-04 IT Service Continuity Architecture and Plan
The IT Service Continuity Architecture and Plan will include the Offeror’s proposed Disaster Recovery (DR) solution architecture.  The DR solution architecture will describe how the Offeror will deliver multiple tiers of disaster recovery services.  The IT Service Continuity Architecture and Plan will also describe the Offeror’s approach to reviewing the Commonwealth’s current DR Plans and the updating of those plans in coordination with the Commonwealth.  
	IT Service Continuity Architecture

	D-04.01
	Effective Date + 30 days
	IT Service Continuity Architecture and Plan
Offeror must describe their methodology for reviewing and refreshing technology on a scheduled basis.

	D-04.02
	Effective Date + 30 days
	IT Service Continuity Architecture and Plan 
Offeror must provide an IT Service Continuity Architecture and Plan to Implement DR solution

	D-04.03
	30 days prior to transition of each critical application
	IT Service Continuity Architecture and Plan 
Offeror must describe their approach to providing Develop/Update Agency Application DR and Business Recovery Plan(s)

	D-04.04
	Depending on DR Tier Solution

· Current DR 
· Tier 0
· Tier 1
· Tier 2
· Tier 3
· Tier 4
	IT Service Continuity Architecture and Plan 
Offeror must develop a plan to transition agencies to Tiered DR Solution
· Currently have DR  (DPH) – at time of transition
· Tier 0 – Transition + 90 days
· Tier 1 – Transition + 60 days
· Tier 2 – Transition + 30 days
· Tier 3 – at time of transition
· Tier 4 – at time of transition

	DR Planning & Testing

	D-04.05
	Effective Date + 30 days
	IT Service Continuity Architecture and Plan Offeror must document their Tiered Disaster Recovery approach, tool(s) and project plan.

	D-04.06
	Effective Date +45 days
	IT Service Continuity Architecture and Plan 
After review and approval from the Commonwealth, Offeror must review their Tiered Disaster Recovery approach, tool(s) and project plan with Commonwealth stakeholders

	D-04.07
	Monthly
	IT Service Continuity Architecture and Plan 
Offeror must provide report(s) describing schedule of stakeholder participation in DR solution



[bookmark: _Toc356294784]D-05 Transition Management Plan
The Transition Management Plan will provide a detailed overview of the Offeror’s transition management approach, process and procedures.  The Transition Management Plan will describe the enablement of the Transition Project Management Office (TPMO) and also provide a detailed implementation schedule of transition activities and milestones.  The Transition Management Plan should include at minimum sections that support the following:
· Transition Management Approach
· Transition Project Management Office (TPMO) Organization and Responsibilities
· Transition Management Communications Plan
· Transition Schedule
	Transition Management (New Customer and/or Services)

	D-05.01
	Effective Date + 60 days
	Transition Management Plan
Offeror must create a Transition Roadmap with major milestones and present it to the Commonwealth for review

	D-05.02
	Effective Date + 90 days
	Transition Management Plan
After review and approval from the Commonwealth, Offeror must create a Detailed Transition Project Plan with major milestones and present it to the Commonwealth for review

	D-05.03
	Weekly
	Transition Management Plan
Offeror must create a report for the Commonwealth detailing the transition projects on the plan, status, schedule, risks, and the forecasted transition date.  

	Transition Program Management

	D-05.04
	Effective Date + 60 days
	Transition Management Plan 
Offeror must present their approach to transition Commonwealth computing assets.  The approach must include a roadmap and project plan to successfully transition Commonwealth computing assets using the schedule identified in the RFP

	D-05.05
	Effective Date + 90 days
	Transition Management Plan 
Present and review the transition roadmap and plan to Commonwealth stakeholders.

	D-05.06
	Effective Date + 60 days
	Transition Management Plan
Establish Interim Contract Management Procedures during the transition of datacenter services.  Offeror must describe an interim procedure to monitor and manage service delivery including but not limited to the following; Problem Management, Change Management, Service Level monitoring and reporting, physical and logical security, project management, etc.  while the service is transitioned from the Commonwealth to the Offeror.  

	D-05.07
	Effective Date + 60 days
	Transition Management Plan 
EDC / Legacy Datacenter Infrastructure Maintenance Strategy – 
Offeror must document their strategy as it related to providing a solution to the infrastructure maintenance expiration issue at the EDC and any other datacenter that has the same or similar issue.

	D-05.08
	Effective Date + 60 days
	Transition Management Plan 
Offeror must provide the procedure to standup their Transition Management Office

	D-05.09
	Weekly during transition
	Transition Management Plan
Offeror must provide Transition Status reports, including any schedule variance that cannot be remediated will trigger the escalation procedures outlined in the Transition Plan/Agreement, which will be developed during Transition.

	Security Transition Activities

	D-05.10
	Effective Date + 60 days
	Transition Management Plan 
Offeror must provide their Security Transition Plan

	D-05.11
	Weekly updates during transition
	Transition Management Plan 
Offeror must provide their Security Transition Status Report(s)
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The Offeror is required to assist the Commonwealth Agencies with updates to or development of their current DR Plans (DRPs). These Agency Level DR Plans will reflect the Offeror’s DR approach and solution for DR testing.   The following describes the Offeror’s responsibilities regarding the updating of Agency Level DRPs:
· Within six (6) months after the Effective Date, Offeror shall complete the update all existing Agency-specific Disaster Recovery Plans and technical recovery guides to reflect all changes implemented to the Services infrastructure prior to or during the performance of Transition Services.  
· For Applications lacking tested Disaster Recovery Plans, Offeror shall work with Commonwealth Agencies to complete a gap analysis of the current Disaster Recovery Plans and technical recovery guides compared to the requested recovery time objective, as specified in Schedule J.1 Datacenter Service Level Management, and update the Disaster Recovery Plans with the results within forty-eight (48) months after the Effective Date.  
· For Agencies without a Disaster Recovery Plan, the Offeror shall work with Agencies to develop a basic Disaster Recovery Plan and technical recovery guides within eighteen (18) months after the Effective Date.
	DR Planning & Testing

	D-06.01
	Monthly
	Agency Level DR Plan
Offeror must provide report(s) describing the schedule of DR test being performed by stakeholders

	D-06.02
	Monthly
	Agency Level DR Plan
Offeror must provide report(s) describing the results of  stakeholder DR test

	D-06.03
	As requested– Per Agency Critical Application
	Agency Level DR Plan
Offeror must provide DR Test Plans as required
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The Security Management Plan will address the overall security management for the planned facility security implementation for the EDC, the Offeror Facilities, software and equipment deployment specifically for data and online security, annual security assessments and other standard security concepts for ensuring the safety, security and confidentiality of Commonwealth Data.
The Security Management Plan shall include a complete description of the personnel security management program.  It shall comply with background check requirements specified in the Terms and Conditions and shall provide a methodology for ongoing evaluation and reporting of any change in status of Offeror personnel that would negatively impact their ability to continue to meet Commonwealth or Agency security requirements.
	Security Management

	D-07.01
	Effective Date + 30 days
	Security Management Plan
Offeror must document their Security Management approach, tool(s) and project plan.

	D-07.02
	Effective Date +45 days
	Security Management Plan
After review and approval from the Commonwealth, Offeror must review their Security Management approach, tool(s) and project plan with Commonwealth stakeholders.

	D-07.03
	Quarterly
	Security Management Plan
Offeror must provide the Commonwealth with a report containing the detailed results of the Vulnerability Analyses testing.  Include any remediation activities that are required.

	D-07.04
	Monthly
	Security Management Plan
Offeror must provide the Commonwealth with the detailed monthly Security Log Analysis report.  Include any remediation activities that are required.

	D-07.05
	Ongoing
	Security Management Plan
Offeror must maintain a hardcopy file of all security access changes.  The copy will contain the date, time, file changes, access rights applied and the name of the security officer completing the access request.

	Security & Firewall

	D-07.06
	Effective Date + 30 days
	Security Management Plan 
Offeror must document their Security and Firewall approach, tool(s) and project plan.

	D-07.07
	Effective Date +45 days
	Security Management Plan 
After review and approval from the Commonwealth, Offeror must review the Security and Firewall approach, tool(s) and project plan with Commonwealth stakeholders

	D-07.08
	Monthly

	Security Management Plan 
Threat Assessment and Analysis Report.  Provide a monthly report detailing the threat assessments, volume and major types of malware detected, volume of SPAM rejected, corrective actions, and recommendations that would improvement security of Commonwealth systems.

	D-07.09
	Monthly
	Security Management Plan 
Offeror must provide SLA reports.  Provide a report detailing system availability, SLA attainment, reason for outages, and recommendations for improvements, security incident notification, and security change request intervals and results.

	D-07.10
	Monthly
	Security Training and On-boarding Status Report
Offeror must provide a monthly Security Training and On-boarding Status Report detailing security training, changes to project personnel, and background check status and results.




[bookmark: _Toc356294787]D-08 Facilities Management Plan
The Facilities Management Plan will address management for both the EDC facility and the proposed Offeror’s facility(s).  The Facilities Management Plan should describe the Offeror’s plan for providing and managing the physical environment. For example; power and power distribution, cooling and ventilation, fire detection and suppression, building security and access control, and environmental monitoring.  Provide an approach for yearly review and self-verification that the datacenters will be managed, maintained and operated at the equivalent of Uptime Institute of Tier 3 rating.  The plan should also address how the Offeror will support SSAE-16 compliance audits.    
	Facilities Architecture / Maintenance

	D-08.01
	Effective Date + 60 days
	Facilities Management Plan
Offeror must present their assessment of the EDC and any required facility changes/modification required to upgrade the facility to meet service level objectives.  The assessment must include a roadmap and project plan to make any required facility modifications.

	D-08.02
	Effective Date + 365 days
	Facilities Management Plan
Present results of the SSAE 16 audit of the EDC and all other datacenters used by the Offeror to provide computing services to Commonwealth shareholders.

	D-08.03
	Monthly
	Facilities Management Plan
Offeror must provide monthly Facilities SLA Report, detailing environmental equipment availability, SLA attainment, and reason for outages.

	D-08.04
	Quarterly
	Facilities Management Plan
Offeror must provide quarterly Facility service improvement report.  Report changes and improvements to the facility or the maintenance of the facilities.  

	D-08.05
	Annual
	Facilities Management Plan
Offeror must provide annual SSAE 16 audit reports for each datacenter facility being used to support the Commonwealth.

	Site Operations

	D-08.06
	Effective Date + 60 days
	Facilities Management Plan
Offeror must present their assessment of the EDC monitoring and staffing changes/modification required to upgrade the facility to meet Commonwealth service level objectives.  The assessment must include a roadmap and project plan to make any required monitoring and staffing modifications.

	D-08.07
	Effective Date + 90 days
	Facilities Management Plan
Present plan to address the assessment recommendations identified in the EDC monitoring, project plan and staffing report.

	D-08.08
	Daily, Monthly
	Facilities Management Plan
Offeror must provide daily and monthly SLA report(s), detailing environmental equipment availability, SLA attainment, and reason for outages.

	D-08.09
	Quarterly
	Facilities Management Plan
Offeror must provide quarterly site operations improvement report.  Identify changes or improvements to the site operations that would assist the Offeror in meeting the agreed facility SLAs.
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The Offeror will execute a Baseline Security Risk and Vulnerability Assessment.  The assessment report must include a roadmap and project plan to make any required security modifications prior to final transition of services.  
	Security Transition Activities

	D-09.01
	Effective Date + 60 days
	Security Risk and Vulnerability Assessment Report 
Offeror must execute a Baseline Security Risk and Vulnerability Assessment.  The assessment must include a roadmap and project plan to make any required security modifications.

	D-09.02
	Effective Date + 90 days
	Security Risk and Vulnerability Assessment Report 
Present results of the Security Risk and Vulnerability assessment along with a Roadmap and Project Plan to address the recommendation identified in the assessment.
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The Offeror will execute a Data Center Gap Analysis. The analysis report must identify gaps in the current data centers and the Offeror’s recommendations and corrective approach.
 
	Gap Analysis Activities

	D-10.01
	Effective Date + 120 days
	Gap Analysis Report 
Offeror must execute a Data Center Gap Analysis.  The analysis must include gaps identified and a roadmap and project plan to institute any recommendations and corrective actions.

	D-10.02
	Effective Date + 150 days
	Gap Analysis Report
Present results of the Data Center Gap Analysis along with a Roadmap and Project Plan to address the recommendations identified in the analysis.
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The Contract Management Plan will address management for the overall contract.  The Contract Management Plan should describe the Offeror’s plan to ensure it is adhering to the terms and conditions of the contract and providing the services/products that meet the requirements of the project.  The Contract Management Plan must identify the activities to be performed or initiated  to manage, track, amend, and close the contract.  The Contract Management Plan must include but is not limited to: participants roles and responsibilities, task accomplishment plan, status reports, deliverable management, contact performance management, risk management, and contract closeout.
 
	Contract Management Plan

	D-11.01
	Effective Date + 45 days
	Contract Management Plan
Offeror must document its Contract Management approach, tool(s) and project plan. 

	D-11.02
	[bookmark: _GoBack]Effective Date + 60 days
	Contract Management Plan
After review and approval from the Commonwealth, Offeror must review its Contract Management approach, tool(s) and project plan with Commonwealth stakeholders.
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This section is provided for the Offeror to understand the process the Commonwealth will use for acceptance of Deliverables/Milestones that are committed to in the RFP.  The Matrix provided below is an example of the template that will be used to capture Deliverables/Milestones and other information related to the acceptance process.
It is critical to the success of the Data Center Computing Services project that the deliverable acceptance process is thorough and that any deficiencies are addressed as early as possible to minimize impacts to the Services.   Designated Commonwealth working teams will be reviewing the Deliverables/Milestones throughout the phases of development.    The Offeror will solicit input from the Commonwealth team members as the items are developed with the goal of understanding expectations in advance so as to obtain acceptance upon delivery.   Feedback and suggestions received from the Commonwealth must be incorporated into the Deliverables/Milestones.  The Commonwealth will identify the individuals authorized to provide formal Acceptance Approval / Nonconformance notification to the Offeror for the Deliverables/Milestones.  The deliverable acceptance process will comply with the following guidelines and be formally documented in the Commonwealth Computing Procedures Manual (CCPM).

1. The Offeror will give written notice to the Commonwealth that a Deliverable / Milestone is complete.  
2. A walk-through review of the Deliverable and/or Milestone will be scheduled by the Offeror seven (7) days following the issuance of the written notice to the Commonwealth.  The purpose of the walk-through is to provide a forum for discussion and review of the Transition Deliverable / Milestone with the approver/s.   If additional review, physical inspection, on-line access or backup information is required, the Commonwealth will notify the Offeror at this time.
3. The Commonwealth will provide the Offeror with notice that the Deliverable / Milestone is Accepted or notice of  Noncompliance no later than seven (7) days after the walk-through, fourteen (14) days after notice of completion.
4. If the Commonwealth does not provide notice to the Offeror of their Acceptance or Nonconformance within fourteen (14) days of notice of completion, the Offeror will give the Commonwealth written notice that the request was not received and the Acceptance Review Period will be extended an additional seven (7) days.  
5. The Enterprise Datacenter Services Transition Management Committee will review all Deliverable / Milestones which have not received written notice of Acceptance or Noncompliance within fourteen (14) days after notice of completion.  The Enterprise Datacenter Services Transition Management Committee’s goal is to determine and document the Commonwealth and Offeror actions necessary to complete the review minimizing any potential delays to the project and addressing any substantive issues.
6. For any Deliverables / Milestones which are found to be Noncompliant, the Offeror will address the nonconformity (and any other problems of which it has knowledge) and redeliver the item to the Commonwealth using the process outlined above.  

The status of each Deliverable and any associated issues will be managed through a monthly deliverables review meeting between the Commonwealth and the Offeror.   The objective of the meeting is to review the status of all deliverables, communicate deliverable owners and deliverable recipients for upcoming deliverables, review rejected deliverables and remediation plans for those deliverables.
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Reference #
	Deliverable / Milestone Name
	Due Date
	Acceptance Criteria
	Monthly Credit

	D-01
	Datacenter Architecture Plan and Roadmap
	
	· 
	

	D-02
	Commonwealth Computing Procedures Manual (CCPM)
	
	· 
	

	D-03
	Technology Architecture and Refresh Approach
	
	· 
	

	D-04
	IT Service Continuity Architecture and Plan
	
	· 
	

	D-05
	Transition Management Plan
	
	· 
	

	D-06
	Agency Level DR Plan(s)
	
	· 
	

	D-07
	Security Management Plan
	
	· 
	

	D-08
	Facilities Management Plan
	
	· 
	

	D-09
	Security Risk and Vulnerability Assessment Report
	
	· 
	

	D-10
	Gap Analysis Report
	
	· 
	

	D-11
	[bookmark: _Toc356294793]Contract Management Plan
	
	· 
	



